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MSPs that are willing to think outside the box will find the rest of 2022 filled with opportunities for innovation and revenue growth.

COVID-19 has dominated the past two years, but many businesses are looking to get past the turbulence and settle into the new normal. 2022 will 
be all about finding ways to adjust to post-pandemic life. 

At the beginning of the pandemic, MSPs were forced to improvise with chewing gum and duct tape and make do by piecing together whatever 
solutions were available. But such ad hoc approaches are not acceptable in 2022.
 
To thrive in the coming year, MSPs need to offer scalable solutions and individually tailored plans to their customers. A medical clinic filled with 
sensitive, protected data requires a different set of tools than the dry-cleaning operation down the street. Ten years ago, MSPs were all about one-
size fits all solutions, and now, the watchwords are individualization and specialization.
 
There are also headwinds to grapple with despite the opportunities, and those who find a way to avoid those will emerge the victors. The biggest 
headwind for MSPs? It has nothing to do with technology, instead it's all about people. 

INTRODUCTION
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As we start to see many companies return to the workplace, some 
key opportunities include security training/refreshers, continued selling 
and supporting of hybrid work environments, and recommending and 
upgrading aging hardware that may not have been noticed or replaceable 
during the pandemic.”  

Aaron Jesser, Partner 
at Blue Star Interactive LLC

Introduction

“



The talent gap continues to weigh heavily on the industry as a whole. 
MSPs are impacted every day by the talent shortage, which is leaving 
positions unfilled. At the same time engineers who are working, are 
often stretched too thin.
 
According to research from Gartner, most IT managers (64 percent) 
view the chronic shortage of skilled IT workers as the most significant 
barrier to adopting new technologies within the industry. This is 
followed by implementation costs (29 percent) and security risks (7 

percent). 

So how does having a chronic lack of 
qualified workers in the field translate to 
more opportunities for MSPs?    
 
Many companies want to implement more technological tools to 
increase the efficiency of their operations but can’t do so because 
they don’t have the people in place to make it happen. Cost is way 
down on the list of impediments, and MSPs are uniquely positioned 
to fill that gap for businesses. And even though MSPs are not immune 
to the talent shortage, they are still better positioned to tackle these 
IT issues for enterprises that have no, or limited, tech talent.
 
MSPs need to be extra resourceful and flexible to work around the 
talent gap. The year holds a raft of opportunities for those willing to 
be creative and persistent. 

Let’s explore those 5 opportunities!

The Biggest Challenge is also 
the Biggest Opportunity
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Source: Gartner, March 2021

Most Significant Barrier to Adopting New Technologies

SHORTAGE OF IT 
WORKERS

IMPLEMENTATION 
COSTS

SECURITY 
RISKS

64% 29% 7%

THE BIGGEST CHALLENGE IS ALSO THE BIGGEST OPPORTUNITY



With the critical talent gap, MSPs will have to be balance deploying human skills with the adoption of software solutions 
that can help. One of the opportunities for MSPs in 2022 lies in AI, which will help overcome some of the talent 
shortages MSPs face, while providing new efficiencies. AI will also continue to be a growing and crucial component of 
any organization’s cybersecurity and overall efficiency strategy.

“Today, the modern attack surface has become automated; therefore, to keep pace with attackers in protecting our 
organization, one must embrace the transformation of machine learning, and artificial intelligence has brought in 
threat monitoring through real-time issue detection and intelligently automated responses,” says Sufiyan Bharde a 
cybersecurity consultant at Saudi Arabia-based GulfNet Solutions.

Bharde adds the other changes AI brings won’t require technology but a new thinking. Implementing a robust AI-centric 
security program will help build more fortified perimeters. “A change of mindset will help the CISOs and MSPs to do away 
with old approaches to solving challenges related to the explosion of data and utilize automation to safeguard their 
security postures to that security analysts can focus on more critical issues,” Bharde advises. 

Cybersecurity in my mind is both the biggest area of 
opportunity for MSPs as well as the largest skill/service gap 
from one MSP to the next.” 

Moss Jacobson, Director of New Business Development 
at CTN Solutions

1. The Opportunity of AI
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CHATBOTS

2022 may well be the year of the chatbot. More businesses are deploying 
chatbots as the first public-facing encounter with customers. Some MSPs have 
been late to the chatbot game. We’ve heard many MSP owners say, “I want to 
be hands-on and personally available to my customers.” However, MSPs can’t 
be caped crusaders everywhere at once. A chatbot can. There are plenty of 
chatbot programs that help with everything from answering basic questions to 
billing and resource deployment. Another reason MSPs should be embracing 
chatbots is that it “feels right.” MSPs are known for their IT and tech prowess 
so embracing such a public-facing technology like the chatbot is good for 
business.

PREVENTION

AI can prevent problems before they even happen. Studying patterns can 
spot security holes, supply chain back-ups, manufacturing center shortages, 
and other issues before they arise. Spotting – and solving – problems before 
they become an issue, promotes continuous uptime.
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Areas where AI can Help 
MSPs Thrive



CYBERSECURITY

AI is leading the way in providing tools to prevent attacks. A robust 
AI program can spot attacks before they occur, shore up weak spots 
in defenses, and retaliate against intrusion. With the shortage of 
cybersecurity talent, AI can be a critical component of shoring up 
defenses.

Sufiyan Bharde says that AI and Machine Learning (MIL) are evolving 
day to day, and MSPs need to stay on top of trends that can turn into 
opportunities. For instance, human resources – a traditional low-tech 
mainstay of the workplace – has begun to increasingly rely on AI for 
screening candidates, monitoring employees, and conducting exit 
surveys. MSPs are in a good position to offer separate IT packages 
for human resource departments.

DATA

AI can help MSPs manage the massive amount of data coming 
online each day. Bharde advises MSPs to invest in those tools that 
help with daily tasks. “MSPs have to deal with huge data lakes. As 
such, they should invest heavily in physical resources to carry out 
full functionality. Due to lack of capable resources in the market, 
organizations are looking for alternatives in technology. AI solves 
this problem by automating such tasks and help MSPs to reduce 
deploying analysts per customer site, hunting and investigating threat,” 
he says.

AI can also help with better deployment and detection. Bharde adds, 
“Improved Mean Time to detect and Mean Time to respond, using 
existing TIER 1 & TIER 2 analyst to TIER 3 which will ultimately result in 
the improved margin.”
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2. The Opportunity of the Edge
The explosion of IoT devices is creating a large universe of sensors 
and relay stations resulting in an unprecedented torrent of data. IDC 
research shows that by 2025, 175 zettabytes (or 175 trillion gigabytes) 
of data will be generated around the globe. Edge devices will be at 
the forefront of this, creating more than half (90 zettabytes) of that 
data. 

2022 will be just the beginning of that climb to 175 trillion zettabytes. 
With all that code pushed out the edge, there will be massive 
opportunities for MSPs as the adoption of cloud-based analytics and 
IoT tech continues to accelerate. But these edge opportunities will be 
beyond the scope of most “in-house IT” departments.
 
“The edge will require the ability to manage a highly distributed 
application environment, and all of the businesses that are adopting 
this tech will need real-time processing of some kind. MSPs may be 
able to fill the niche and offer a valuable service to IoT adopters,” 
says Bharde.

As more and more mission-critical work is pushed to the edge, 
reduction in latency will be crucial, and that is where the nodes 
necessary to maintain seamless uptime will be essential. In some 
industries, autonomous vehicles, surgical robotics, or industrial 
applications will need an ecosystem with zero latency. 
MSPs are best positioned to build out the network of nodes to 
support the edge. The nodes will be able to distribute workloads in 
real-time, faster than even the massive power of the cloud.

Because edge computing relies on a distributed network, data can 
be handled closer to the point of origin rather than a centralized 
server. This proximity decreases latency and improves reliability. In 
addition to those two advantages, edge computing saves bandwidth 
while only data that needs to be stored is sent back to a centralized 
server. Other data is sent to the edge server, parsing, and returning 
to the device.
 
“Because of these data needs, edge computing utilizes many smaller 
data centers. These centers are typically located on the edge of 
densely populated areas where they can then handle instant data, 
or data that relies on real-time response, sent from a lot of smaller 
devices, like those connected to the Internet of Things (IoT),” Bharde 
says. MSPs that are capitalized enough are well-positioned to 
coordinate and build these data centers.
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Jason Polce, Infrastructure Practice Lead 
at Maureen Data Systems, Inc.
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MSPs have a huge opportunity to 
manage IoT deivces for their 
customers, including capturing 
and analyzing data into valuable 
dashboards for their customers.”

“



Additional Opportunities on 
the Edge

REMOTE MONITORING

Often, edge sites, as their name implies, are on the edge and further removed from staffed monitoring sites. But the 
networks of nodes and centers and mini-data repositories still need monitoring and maintenance and MSPs are often 
well equipped for dealing with remote monitoring.

ON-SITE SERVICING

When a sensor or a node needs maintenance, most businesses don’t have the internal IT capability to provide an on-site 
presence. MSPs do. This sensitive ecosystem can often be remotely repaired, but if an actual tech needs to be on-site, 
MSPs can dispatch and provide field services. Field services are a massive opportunity for MSPs to position themselves 
as leaders in servicing the growing edge.

EDGE SECURITY

A hacker may probe the sensors for vulnerabilities and cause breaches. As such the growing edge also increases an 
enterprise’s attack surface and vulnerabilities. Most companies struggle to staff their on-site campuses with adequate 
security staff, but an MSP has the knowledge and staff to provide security services. 
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Gone are the days when an MSP could collect clients, monitor their 
networks, throw on a few patches, and provide some customer 
service. Many MSPs today are seeing their most considerable 
success in specialization. Whether it’s healthcare, defense, 
manufacturing, education, or other industry, there is a lot of benefit to 
choosing a category and running with it. Still, to specialize, you need 
to follow specific guidelines. The framework for this is run through the 
National Institute of Standards and Technology (NIST). 
 
Standards are a set of controls one must achieve to be compliant. 
These controls can be met by following numerous practices called 
frameworks. “Standards help us meet the regulatory requirements 
and achieve compliance certification utilizing best practices defined 
by the framework. This helps all types of organizations understand 
what governmental regulation they need to follow and later they may 
have a clearer picture in how many ways they can achieve it,” Bharde 
says.
 
Different standards exist for different organizations. For instance, if an 
organization is planning on engaging in any of the activities with DoD, 
they must be CMMC compliant, based on the nature of the business. 
MSPs need to be prepared with the required level of maturity.  
 
First, according to Bharde, is to identify the level of maturity 
required. Next, the CUI (Controlled Unclassified Information) must be 

analyzed and identified. Then, there needs to be awareness of the 
environment where the data related to CMMC is stored, processed, 
or transmitted.

“Once identified, MSPs should then make use of industry practices 
like NIST, ISO, and others to achieve the desired compliance level,” 
Bharde recommends.
 
“Understanding the intent and purpose of a control is essential in 
having sound knowledge of CMMC assessment. Therefore, referring 
to guides and materials will help prepare for compliance,” he adds.

Once the above is done correctly, MSPs should conduct a self-GAP 
assessment to identify the current posture and prepare the action 
plan accordingly. After measuring and meeting all the requirements 
after continuous progress reviews, the MSP should sign a contract 
with approved external auditors to grant the certificate of its maturity 
compliance. 

“And after receiving compliance, the MSP should continuously 
monitor, review and strive to improve its overall security posture,” 
Bharde says.

3. Compliance Opportunities:
Knowing your Standards vs. Frameworks
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The CMMC standard was built on NIST practices, which provides 
technical compliance recommendations. Following NIST 
documentation can help MSPs achieve compliance to grant the 
certificate for CMMC, which third-party auditors shall audit.
 
Meanwhile, some experts say there needs to be more flexibility in 
the standards models.
 
“We need right-sized approaches to standardized models. Right-
sized depends on what security plans you already have in place 
and where you want to go; if you get too prescriptive, you will not be 
providing any benefit,” says Jerry Vergeront, cybersecurity director 
at Seattle University. His view of standards and compliance is that 
organizations need to be told to do something, but not how. For 
instance, one standard in one industry might be that a program must 
be put in place to stop and identify malware.
“There are so many different ways,” Vergeront adds. How the 
organization achieves the goal is less critical than accomplishing it.
 
“If you talk to 10 different CIOs about standards about whether they 
are too prescriptive or not, you’ll get 12 different opinions. Everyone 
has their sense of whether they are too prescriptive or not,” 
Vergeront explains.

Either way, knowing the ins and outs of standards and frameworks 
can lead to identifying new opportunities.
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low lag, allow the types of fast data transfers that are the foundation 
for the implementation of edge computing-assisted autonomous 
vehicles. Connected cars are IoT endpoints that, along with cloud-
connected traffic management and other applications, depending on 
near-instantaneous responses and data analysis.

The same opportunities and challenges will emerge in transforming 
legacy cities into “Smart Cities.” Everything from parking meters to 
roadway sensors to city buses and municipal services will be IoT 
driven.

“Smart cities with edge computing capabilities are something we 
really have to look at and be careful of, it is one thing when you are 
affecting a few individuals like with autonomous vehicles, but IoT in a 
smart city could be used for nefarious purposes,” Vergeront warns, 
adding that someone who has a token that knows where you’ve 
been at any given time also means there will be an incentive for 
criminals to gain access to the system.

“We have to look at how we are using the data and how we can 
safeguard it,” Vergeront advises. MSPs can play a role in securing 
emerging smart cities and their troves of data.

4. Autonomous Vehicles and 
Smart Cities
One area where Vergeront predicts explosive growth in is autonomous 
vehicles. MSPs that are willing to get on board now could become 
well-positioned to be caretakers of this emerging market.

According to McKinsey: The global self-driving vehicles industry is 
expanding by 16 percent every year. An estimate of more than 1,400 
self-driving cars, trucks, and other vehicles are being tested out in the 
US. 66 percent of all passenger-kilometer vehicles will be automated 
in China by 2040.

MSPs could benefit from answering questions that still linger. “There is 
still a question of ownership and upkeep, what is the expectation that 
the originating company will be looking out for threats and creating 
a patch or solution?” Vergeront inquires. “As of right now, that is a 
huge issue that is up in the air: who has liability when a new piece of 
malware comes out? The general public has no idea how to fix that, 
much less an organization.”

A recent report by Verizon predicts that 5G’s widespread arrival over 
the next year will act as a catalyst for the proliferation of AVs:

It’s a faster network with higher capacity and low latencies that can 
serve the needs of emerging use cases such as automotive edge 
computing. 5G cellular networks, with their expanded bandwidth and
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With 5G, AI, and the explosion of IoT, cybersecurity as a service 
will continue to be in demand. The gravitation of computing 
to the edge will also create enormous new demand for 
cybersecurity services. MSPs should consider upping their 
game and market their cybersecurity talent.  

“It is easy to overwhelm edge computing devices, meaning 
that they are incredibly vulnerable to DDOS attacks,” states 
Vergeront, adding that security professionals need to consider 
that as they are deciding edge computing. The presence of so 
much data on edge creates vulnerabilities, which in turn creates 
opportunities for MSPs that can offer solutions for safeguarding.
 
MSPs must start looking at how to safeguard against attacks, 
like automatically identifying when systems are attacked and 
rerouting that data. “That is not easy to do on edge,” Vergeront 
points out, but MSPs that can gain an edge on the edge 
will have an edge. Many of the cybersecurity perils – and 
opportunity – ahead for MSPs, lies in the unknown.

“The larger problem will be unknown malware and security in 
devices. As we have seen lately in a couple of attacks, a driver 
could alter BIOs settings in certain chips, what happens when 
it happens on a larger scale with IoT, all with different operating 
systems, this is very difficult to remedy,” Vergeront says.

2022 will be full of opportunities for MSPs. The key, experts 
tell us, is to be flexible and to cross-train employees so that 
everyone can pitch in where needed as the talent shortage 
continues to plague the industry. 

The luxury of having specialists isn’t a reality for most MSPs, 
everyone needs to be able to pitch in everywhere. But for MSPs 
that are willing to be nimble and follow trends as they arise, 
there will be opportunities tomorrow that we couldn’t imagine 
today. That is how fast the MSP landscape is changing and the 
dawn of widespread 5G, and the continued growth of IoT and 
AI present MSPs with some of the largest growth opportunities 
ever.  

5. Cybersecurity
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When it comes to cybersecurity, focus on 
the basics, not just the ‘next best thing’. 
Evaluate, remediate, and provide continuous 
services. Evaluate yourself and hold your 
own organization security and processes to 
stricter standards than your clients.”

Shawn Lebbon, Network Consulting Engineer 
at ProArch

“
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About Barracuda MSP
As the MSP-dedicated business unit of Barracuda Networks, Barracuda MSP enables IT managed service providers 
to offer multi-layeredsecurity and data protection services to their customers through our award-winning products 
and purpose-built MSP management platforms.Barracuda MSP’s partners-first approach focuses on providing 
enablement resources, channel expertise, and robust, scalable MSP solutions designed around the way managed 
service providers create solutions and do business. Visit barracudamsp.com for additional information.

@BarracudaMSP  |  LinkedIn: BarracudaMSP  |  smartermsp.com  |  617.948.5300  |  800.569.0155  |  sales@barracudamsp.com
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